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will be 
sexually abused 

The Problem







Microsoft and Child Online Protection 
Why PhotoDNA

Protect
Safer and more secure 

online experiences free 

from 

illegal, objectionable, and 

unwanted content.

Educate
Help to inform the 

global public about 

online risks and how 

to mitigate them.

Partner
Through innovation and 

public/private partnership 

DCU is advancing the fight 

against child exploitation.

PhotoDNA Cloud Service is a FREE service for qualified customers and 
developers. 
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Protecting 
Vulnerable 
Populations

PhotoDNA has helped detect 

millions of illegal images online 

www.microsoft.com/photodna

Free cloud-based service

PhotoDNA

Over 100 organizations use the 

technology to keep their 

platforms safe 

Illegal images are reported to the 

National Center for Missing and 

Exploited Children and other 

appropriate authorities

http://www.microsoft.com/photodna


Don’t become the next headline 



PhotoDNA Cloud Service: 
An intelligent solution for CSAM

Secure
Images are instantly converted 

to secure hashes and cannot be 

recreated. Images are never 

retained by Microsoft.

Efficient
Reduce the cost 

and increase the speed of 

detecting and reporting child 

sexual exploitation images.

Interoperability 
Integrate via REST API on any 

platform or environment.
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PhotoDNA updated



• Trusted commercial online service providers and businesses hosting user-

generated content.

Intended 

Audience

• Keep internal platform clean.

• Users upload images on the company platform.

• Customer stores millions of images, and while the vast majority are 

benign, they want to be pro-active in the fight against this type of abuse. 

Internal 

Services of 

Enterprise 

Customers

• Customers uploading content to the host service.

• Unwanted, illegal, or objectionable user-generated content harms host’s 

brand and reputation.

External 

Content 

Hosters
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Protecting 
Vulnerable 
Populations

www.support.microsoft.com/reportascam

Microsoft Taking Action: 

DCU investigates tech fraud cases globally 
building evidence to take action

Education programs through 
media, Microsoft Retail Stores, and the 
Cybercrime Center

The Scheme:

Fraudsters pose online and on phone as tech 

support from high tech companies including 

Microsoft

A victim is often asked for remote access and 

charged for unnecessary technical services 

Victims may lose money, personal 

information or be exposed to malware

Technical Support 
Scams 

https://ncmedia.azureedge.net/ncmedia/2016/03/TechSupportScams.pdf
http://www.support.microsoft.com/reportascam
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MICROSOFT’S UNIQUE PERSPECTIVE

300B user authentications each month

1B Windows devices updated

200B emails analyzed for spam and malware
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Microsoft’s
SECURITY POSTURE

DETECT
using targeted signals, behavioral 
monitoring, and machine learning

RESPOND
closing the gap between discovery and action

PROTECT
across all endpoints, from 
sensors to the datacenter
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A safer digital experience for 

every person and organization 

on the planet

The Microsoft Digital 
Crimes Unit

Public and private partnerships to fight 

technology facilitated crimes

.

Combining novel legal strategies, cutting-

edge forensics, cloud and big data 

analytics
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Malware 

Disruptions
DCU acquires 

targets, investigates, and 

orchestrates global partnerships 

to take action
Working with Law 
Enforcement and 
others to disrupt 
the criminal 
infrastructure

Our malware intelligence is 

embedded into Microsoft’s 

products and services

We enable CERTs/ISPs globally

to notify and remediate 



Microsoft Confidential

Public and 
Private 
Partnerships

Deep relationships with public and private partners allow 

DCU to orchestrate international malware disruptions

Driving scale and 
impact
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Our Application – Hackathon 2015 
Project Photo Missing Children (PhotoMC) is 

an application designed to help find 

missing children by using Microsoft 

face recognition technology.

 Our application allows individuals to 

upload photos of missing children, 

along with identifying information, to 

a database on the cloud. 

 If an at-risk child is spotted, a user can 

take a picture, upload it, and 

PhotoMC will search the database for 

matches. 
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Our Application – Hackathon 2015 Project

Client Platform

Windows Windows Phone Android iOS

Technologies

Cognitive Service – Face API Microsoft Azure

SQL Azure ASP.NET MVC
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Project Timeline

Jul. 27th
Hackathon kick off 

Aug. 20th
On-site visit 
NGO, collect 
requirements

Oct. 29th
PhotoMC V1 released

Nov.
PhotoMC UAT

Dec. 15th
PhotoMC on-site user 
training & Go-live

Jan. 29
First successful case 

Jun.
Brainstorming
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Successful Case

The missing children was born in 1998 with intellectual disability. He is unable to 
speak, and was missing in Guangdong in 2012. Now, he stayed in Guangdong 
Fanyu relief stations. His picture and info was posted on the relief website of 
Ministry of Civil Affairs on Jan 22th, 2016. 

His parents registered the child’s information on the NGO Baobeihuijia’s
website. The volunteer found a 75% matched picture when searching 
the pictures in PhotoMC. The parents finally found their child after 
verifying the DNA.




