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Laws

. 10175 (Cybercrime Prevention Act of 2012)
. 9775 (Anti-Child Pornography Act of 2009)

. 10173 (Data Privacy Act of 2012)

. 4200 (Anti-Wiretapping Law)

. 9372 (Human Security Act of 2007)



Government Agencies

Department of Justice

o Office of Cybercrime
o National Bureau of Investigation (Cyber Crimes Division

Philippine National Police

o Anti-Cybercrime Group
o Intelligence Group
o Directorate for Intelligence

Armed Forces of the Philippines

o ISAFP
o Army, Navy, Air Force

National Intelligence Coordinating Agency



Content Types Subject to
Censorship, Filtering or Surveillance

Cyber-Libel and other Cybercrimes (censorship +
surveillance)

Child Pornography (filtering) + surveillance

Malicious Disclosure of Information (censorship +
surveillance)

Treason, Espionage, Provoking War and Disloyalty in
case of War, Piracy, Mutiny in the High Seas, Rebellion
(incl. Conspiracy and to Proposal to Commit, Inciting to),
Sedition (incl. Conspiracy to Commit, and Inciting to) and
Kidnapping (surveillance)

Terrorism (surveillance)



Instances of Censorship and
Survelillance



o “Offensive” social media posts/content
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e Survelllance of former Presidents

o Pres. Gloria Macapagal-Arroyor (“Hello Garci” Scandal)
0 Pres. Corazon Aquino

e of the Bogus
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The Wiretap Case Of ¥
Presidency of Philippines

("Hello Garci" In Engli pa

By Jesusa Bernardo

Lacson tags ISAFP in wiretapping of Cory house

By Jess Diaz | Updated May 5, 2007 - 12:00am

Opposition Sen. Panfilo Lacson accused the Intelligence Service of the Armed Forces of the Philippines
{ISAFP) yesterday of tapping the home phone of former President Corazon Aguino.
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e Survelllance re: corruption-related
cases/transactions (e.g., NBN-ZTE scandal)

GMA’NEWS ONLINE

YOUR NEWS AUTHORITY

Broadcasters refuse to name source
of 'wiretapped conversation’

Published May 26, 2008 6:12pm

MANILA, Philippines - Two broadcasters on Monday refused to name the source of the alleged
wiretapped conversation between businessman Joey de Venecia lll and a man believed to be
former Commission on Elections chairman Benjamin Abalos.

The two broadcasters - Anthony Taberna and Gerry Baja of dzMM - made the manifestation
when they were placed on the witness stand during the hearing of the petition for the issuance
of the writ of habeas data sought by the younger de Venecia.




Emerging Threats



proposed National ID System

RG Crux, ABS-CBN News
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proposed Mandatory SIM Card
Registration System
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Lacson recently filed a bill to aliow wiretaps against crimes such as
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coups, Money {aundering and illegal drugs.
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