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http://www.darknet.org.uk/2015/07/hacking-team-hacked-what-you-need-to-know/



RCS Capabilities



snapshot of administrator console



NIS demanded to Hacking Team specific capability



Fishing email impersonating journalist



Risks of Hacking Investigation
DRAFT EQUIPMENT INTERFERENCE CODE OF PRACTICE SUBMISSION

Joint submission by Privacy International and Open Rights Group to the Home Office consultation, 20 
March 2015

● invade target’s privacy too extremely 
● undermine the security of a target
● concern on the integrity of evidence
● undermine the security of other users or entire internet 
● fuel a commercial market for security vulnerability



Necessary Conditions (if permitted at all)
DRAFT EQUIPMENT INTERFERENCE CODE OF PRACTICE SUBMISSION

Joint submission by Privacy International and Open Rights Group to the Home Office consultation, 20 
March 2015

● hight degree of probability of a serious crime or specific 
threat to a national security 

● relevant evidence is highly likely to be obtained 
● information accessed should be confined to that which is 

relevant
● when it is the least invasive option 



Necessary Conditions (if permitted at all)

● the security of target device should not be weakened
● the highest levels of judicial authorization needed 
● stringent independent oversight is essential 
● not be used to circumvent other legal mechanism 
● not being shared with other agencies 
● effective redress mechanism ensured


